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ConfigMgr Client Health is an application deployed from WSUS to a machine that has been configured to synchronize with WSUS. It's a general purpose tool used to perform updates across a wide number of computers that require them. - It’s a well-known fact that programming doesn’t always end with a 100% error-free product, even if it’s an operating system. For instance, patches and updates are constantly pushed on Windows to make it
as stable as possible, or introduce new features. However, the update component might get broken, case in which ConfigMgr Client Health can attempt to fix it. ConfigMgr Client Health isn’t a stand-alone application, being merely a script which needs to be run on Windows iterations such as 7, 8, 8.1, 10, as well as Server 2008 R2, 2012, 2012 R2, and 2016. It works on both x86 and x64 system architectures. PowerShell version 2 or higher is

required for the script to properly run. When deployed, the script attempts to detect and fix known errors in Windows and the Configuration Manager Client to increase patch compliance. It also deploys the necessary updates across a variety of machines, which need to have read access to the root update folder. Note that it’s recommended for target computers to have the latest updates installed, otherwise there are chances of experiencing issues
with the Windows Update Agent. The following updates are known to fix such issues: Windows 7: KB311664 32-Bit and 64-Bit Windows 8.1: The script is installed on the main SQL server through one of the methods provided in the documentation. Patches need to be placed in the appropriate folders for operating systems and architectures. ConfigMgr Client Health Description: ConfigMgr Client Health is an application deployed from

WSUS to a machine that has been configured to synchronize with WSUS. It's a general purpose tool used to perform updates across a wide number of computers that require them. This script has been designed to assist IT administrators with the deployment of ConfigMgr Client Health on their systems. To be able to run ConfigMgr Client Health, the following configuration must be present: 1. A ConfigMgr Client Health subscription has been
made. 2. A WSUS server is available with the patch component enabled. If your system is configured for all software updates
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1. Installs the latest updates to ConfigMgr Client. 2. Checks if the ConfigMgr Client version is supported. 3. Checks if the ConfigMgr Client is up to date. 4. Fixes the application errors by repairing the installation, or by changing the registry keys. 5. Installs the Microsoft Security Essentials component. 6. Updates the client and server. 7. Starts the ConfigMgr Client Health Service. 8. Starts the ConfigMgr Client Health Script as a service. 9.
Uninstalls the Windows 7 ConfigMgr Client Health Service. 10. Uninstalls the Windows 8 ConfigMgr Client Health Service. 11. Uninstalls the Windows 8.1 ConfigMgr Client Health Service. 12. Uninstalls the Windows 10 ConfigMgr Client Health Service. 13. Uninstalls the Windows Server 2008 R2 ConfigMgr Client Health Service. 14. Uninstalls the Windows Server 2012 ConfigMgr Client Health Service. 15. Uninstalls the Windows

Server 2012 R2 ConfigMgr Client Health Service. 16. Uninstalls the Windows Server 2016 ConfigMgr Client Health Service. Configuration Manager Client Health version 3.0.0 is a script written for the ConfigMgr Client that helps to detect and repair the application errors on the ConfigMgr Client, such as the following errors: The keystore is missing from the file system. The configuration database could not be accessed. The server certificate
and the private key files are missing. The client certificate and the private key files are missing. A certificate has expired or is about to expire. A certificate has been revoked by the CA. The keystore has a bad format. The digital signature on the configuration database file is invalid. The configuration database file is corrupt. The SQL Server configuration is not supported by this version of the client. The client configuration cannot be loaded.

The binary for the client cannot be found. Configuration Manager Client Health version 3.0.0 is a script written for the ConfigMgr Client that helps to detect and repair the application errors on the ConfigMgr Client, such as the following errors: The keystore is missing from the file system. The configuration database could not be accessed. The server certificate and the private key files are missing. The client certificate and the private key files
are missing. A certificate has expired 77a5ca646e
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The ConfigMgr Client Health script is designed to periodically scan for updates and fix known bugs in the Configuration Manager Client. After a scan, the script can inform you of the number of updates found and what needs to be updated in the root update folder. The script can also determine whether the main SQL Server was rebooted and if the files containing the data-related updates were also rebooted. Installation: At minimum, you need
to install PowerShell 5 or higher, Windows Updates for Windows 7 and 8.1 64-bit, as well as Windows Server 2016 or 2012 R2 64-bit. You need to run the ConfigMgr Client Health script in the following folders: Windows 7: C:\Windows\SoftwareDistribution Windows 8.1: C:\Windows\SoftwareDistribution Windows Server 2008 R2: C:\Windows\SoftwareDistribution Windows Server 2012:
C:\ProgramData\Microsoft\Windows\SoftwareDistribution Windows Server 2012 R2: C:\ProgramData\Microsoft\Windows\SoftwareDistribution PowerShell versions less than 5 will be considered valid and will run the ConfigMgr Client Health script. It can be downloaded and run on all systems (Windows 7, 8.1, Server 2008 R2, 2012, and 2012 R2). Each machine in your Configuration Manager topology needs to have read access to the root
update folder. To update files, you can use the update agent or manually update the files through PowerShell. NOTE: If you run ConfigMgr Client Health during a scheduled task, make sure the script parameters are correct, otherwise it may attempt to fix updates for the Configuration Manager Client that are not installed. After installation, the script should be run by running a scheduled task. The ConfigMgr Client Health script starts every 15
minutes by default. You can change this interval to any value between 1-120 minutes, but it’s recommended to be at least 10 minutes. Running the script from the command line with the /run parameter will run it every 15 minutes without a schedule. This is useful if you need to diagnose a problem or find out if an update was applied. Usage: Run the ConfigMgr Client Health script through the command line. # This is the local path to the
ConfigMgr Client Health script $Source = "C:\ProgramData\Microsoft\Windows\SoftwareDistribution" # This is the path to the update data folder, provided by the script. $Update
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This script can be deployed to a Configuration Manager client to solve the issue of patch compliance. This script will discover all the missing updates and will ensure that they are applied to the target system. # # Script dependencies # # The installed version of configmgrclienthealth.ps1 has to be at least version 1.0.0. # # #region Variables $lmcatServerName = $env:LMCSERVER $secPassword = Get-Content.\$env:LMCSecurityPassword
$lmcsHealthUserName = "$env:LMCS_Health_Username" $lmcsHealthPassword = "$env:LMCS_Health_Password" $lmcsHealthPath = "\\$lmcsServerName\BootImage\SysCreDtAme\LocalMachine\PolicyDefinitions\Software Restriction Policies\Microsoft.Windows.WindowsUpdate.Client.Health.ps1" $rootUpgradeFolder =
"\\$lmcsServerName\BootImage\SysCreDtAme\LocalMachine\Policies\Microsoft\Windows\Update\Security\Restricted groups\Upgrade Files\Windows" #endregion #region Main Remove-Variable -Name SecurityRestrictedUser -Scope Global Remove-Variable -Name SecurityRestrictedGroups -Scope Global $lmcsHealthInfo = Get-LMCSettings | where {$_.restrictions -match '^System\Restrictions'} | where {$_.restrictions -match
"Security\Restricted user"} $lmcsHealth = Get-LMCSettings -lmcsHealthPath $lmcsHealthInfo.Restrictions = "Security\Restricted user" $lmcsHealthInfo.Restrictions = "Security\Restricted groups" $lmcsHealthInfo.Restrictions = "Windows" $lmcsHealthInfo.Restrictions = "Security\Restricted Groups\Windows" $lmcsHealthInfo.Restrictions = "Security\Restricted
Groups\Software\Policies\Microsoft\Windows\WindowsUpdate\Client\Health" $lmcsHealthInfo.Restrictions = "Security\Restricted Groups\Software\Policies\Microsoft\Windows\WindowsUpdate\Client\Health\Upgrade Files" $lmcsHealthInfo.Restrictions | % { $lmcsSettings.Restrictions = $_.name } $lmcsHealthInfo.Restrictions | % { $lmcsSettings.Restrictions = $_.name } $lmcsHealth = Get-LMCSettings -lmcsHealthPath
$lmcsHealthInfo.Rest
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System Requirements For ConfigMgr Client Health:

For the regular version, your computer should be fairly new, with a minimum of a 2.0 GHz processor (dual-core or better) and 1.5 GB of RAM, and a NVIDIA graphics card with at least 2 GB of RAM. You can see this information in your Task Manager. The Recommended version is geared towards newer computers, and is faster than the original, but still requires a reasonably recent computer. You should be able to run with a 2.0 GHz
processor, 1.8 GB of RAM, and a NVIDIA graphics card with at least
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